
Get started   
with 2-factor 

authentication (2FA)



What are we 
covering in
today’s 
webinar?

Introduction to 2FA

Security and why it is important

© 2024 The Sage Group plc, or its licensors. All rights reserved.

How does 2FA impact me?

Important questions answered

When will I need to start using 2FA?

How to set up and use 2FA

Live Q&A



What is 
2-factor 
authentication?
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What is data 
security and 
2FA?
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Why have we 
introduced it?
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The Global Security Team has supported 
thousands of customers in 2024

Cyber criminals continue to target accounts 
with no additional 2FA protection, particularly 
those with weak passwords

This includes business accounts (such as Sage 
50) and personal accounts (social media, 
email)



How does 2FA 
impact me?
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How will 2FA impact my product?
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Connected 
Services

Scenario 1 Scenario 2

(all versions)

Introduce AI 
tools in v31

▪ Bank feeds
▪ Remote Data Access
▪ Invoice Finance
▪ GoCardless
▪ Supplier payments
▪ Sage Connect

▪ AI tools 
▪ Launch of ‘Sage Copilot’ 

Get 2FA 
Ready!

Scenario 3

▪ Product roadmap
▪ Phased approach

https://gb-kb.sage.com/portal/app/portlets/results/viewsolution.jsp?solutionid=210312120940987&hypermediatext=null
https://gb-kb.sage.com/portal/app/portlets/results/viewsolution.jsp?solutionid=210312120940987&hypermediatext=null
https://gb-kb.sage.com/portal/app/portlets/results/viewsolution.jsp?solutionid=210312120940987&hypermediatext=null
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• MySage 
• Authenticate / Re-authenticate 

Connected Services.

• Log in to the software
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Sage account Eco-system
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Sage account

Support ticket

Support Services

My Sage

Community hub

Sage UniversityConnected services
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Important questions 
answered



FAQ
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We believe in using the best and most 
secure methods to protect your data. 
However, emails are where cyber 
criminals will target first to gain access, 
so we consider using an authentication 
app or text/phone call more secure.

Why am I not able to use an 
email to receive a code?

From November, all versions will 
support 2FA. For connected services 
users, 2FA will be triggered when re-
authentication is required, which can be 
up to 6 months. In V31, Copilot users can 
authenticate daily or every 30 days.

Which version of Sage 50 
Accounts will require 2FA?

If you do not wish to use your personal 
number, an authenticator app on your 
phone does not use/store any personal 
data. Alternatively, you can use a landline 
in an office to receive a call as long as an 
extension number is not required.  

I don’t want to use my personal 
device/mobile?

The three recommendations do not 
charge to use. If you are unsure, try 
visiting the providers website to ensure 
you are downloading the correct app. 

Mobile authentication apps 
are offering free trial or 
trying to charge? 

Desktop authentication is available to 
use but this is not a method we 
recommend as we do not consider this 
the most secure option. It is important to 
note that some desktop authenticators 
do charge, whereas mobile 
authenticator apps are free. If you do 
have any issues using a desktop 
authentication it is not something we 
support.

Additionally, you will only be able to 
authenticate from that location. 

What if we are unable to use 
mobile or landline?

FAQ



How easy is it to use?
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Receive a unique link to your email 
address.

Set up to authenticate via:

Set up 2FA in 
3 simple steps
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▪ Text – 5 codes per hour

▪ Phone call – 5 codes per hour

▪ Authenticator App – No limit

Make a note of recovery code.



Account recovery

• One time use – New one provided once 
utilised. 

• Store the code somewhere safe that you 
can access if needed,

• Only use when primary method is not 
available. 



Make sure to use the QR code scanner within your 
Authentication App not the phones camera app.

You can authenticate via a call to a landline if an 
extension number is not required.

Copy and paste the recovery code to a safe place.

‘Remember this device for 30 days’ option will be 
available per user with a Sage account for each 
company.

Summary & 
Considerations
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Next Steps
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Get Started

Get Started

FAQ

FAQ

Change device

Change device

https://gb-kb.sage.com/portal/app/portlets/results/viewsolution.jsp?solutionid=210312120940987&hypermediatext=null
https://gb-kb.sage.com/portal/app/portlets/results/viewsolution.jsp?solutionid=240228154638367
https://gb-kb.sage.com/portal/app/portlets/results/viewsolution.jsp?solutionid=240227092555640


When do I need to 
start using 2FA?
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Our roll out plan for 
2-factor authentication

We began rolling this out across our many products from 
May 2024 therefore you may be prompted for 2FA.  

This will begin to become mandatory for Sage 50 
Accounts from November 2024.

Starting with Sage Copilot and Connected services users 
initially.

Get a head start and set up unique profiles for your users 
and enable two factor authentication now. 
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428,872
Active 2FA users 
across all products 
in UKI.

49,224
Active 2FA users 
across 50 Accounts 
in UKI.
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For customers using remote data access, please follow 
the same guidance we have just covered, with some 
important additional considerations:

Important information 
for RDA users

All individual RDA users will need their own unique login, 
sharing logins will no longer work.

This is required, even if they are not accessing the product 
remotely. 

This will trigger an automated email invite for the user, 
which can then be ignored. 

Once unique users have been setup with a unique Sage 
Account, they can begin setting up 2FA.
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Summary Create a Sage account and set up 2FA

Create a Sage 
account and 

set up 2FA

Help Centre

Help Centre

No changes will take place until November 2024 unless you have other products 
linked to your Sage account. 

Starting with Sage Copilot and Connected services users initially.

2FA will only impact connected service users when they need to authenticate.
- Not necessarily at the point of logging in.

Each user requires a unique username and email address. 
 - Free email providers are available.

If you already have a Sage account for other products or online services, this can also 
be utilised for 50 Accounts. 

Each user will create their own Sage Account and set up 2FA.

2-factor authentication Hub

2-factor 
authentication 

Hub

https://gb-kb.sage.com/portal/app/portlets/results/viewsolution.jsp?solutionid=240625141727187
https://my.sage.co.uk/public/help.aspx#/customer/support/accounts
https://my.sage.co.uk/public/help.aspx#/customer/support/2fa-select


Help and resources
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2FA Security information

2FA Security information

FAQ for 2FA

FAQ for 2FA

Has my email been in a breach?

Has my email been in a breach?

http://www.sage.com/en-gb/trust-security/2fa/
https://gb-kb.sage.com/portal/app/portlets/results/view2.jsp?k2dockey=240228154638367
https://haveibeenpwned.com/


If you want to find out more, 
or sign-up for early access 
to Sage Copilot

See how you can get ahead with 
Sage Copilot. Complete the 
form and be among the first to 
experience its powerful 
features. Once it's available for 
your Sage product, we'll be in 
touch.

Register for Early Access
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Click here to sign up

Click here to sign up

https://www.sage.com/en-gb/sage-copilot/#explore


Thank you!

© 2024 The Sage Group plc or its licensors. All rights reserved. Sage, 
Sage logos, and Sage product and service names mentioned herein 
are the trademarks of Sage Global Services Limited or its licensors. 

All other trademarks are the property of their respective owners.

Please take a minute to complete the survey as you leave.

You’ll receive a follow-up email containing links to register
for future webinars and watch recordings.
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